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Security & Productivity Apps for SafeStick™

Security & Productivity Apps for SafeStick

StickApps are a collection of Security and Productivity apps - some free and some licenced - which have been
selected, designed and tested to work on SafeStick™ hardware encrypted USB memory drives.

Via SafeConsole, StickApps can be distributed automatically to all SafeStick users quickly and easily, giving instant
productivity gains.
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Mozilla Firefox Browser

e Total user identity management. One-click access and automatic
logon to websites and applications, create very strong passwords
and automate repetitive online form filling.

Google Chome Browser
Pidgin IM Client
Opera Browser

Sumantra PDF Reader
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¢ Secure, authenticated remote VPN access to private networks.
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e Free productivity tools which run totally self-contained from
SafeStick - including Skype, IM Client, PDF Reader, Word Processor,
Spreadsheet application and selected web browsers.
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StickApp Anti-Virus actively prevent viruses, worms and malware infecting your
SafeStick no matter if the host PC has anti-virus installed or not.

“Active Shields” are initialised every time a SafeStick is unlocked giving instant
protection.

Scans of the host PC or any attached drive can also be manually initiated by the user
- useful if using a SafeStick in an untrusted PC (such as a web cafe) where there is
potential for keyloggers to steal user credentials and passwords.

StickApp Anti-Virus can be automatically installed onto all of an organisations
SafeStick’s via SafeConsole without any end user intervention.

Key Features:
e Full on-access Virus, Worm, Spyware and Malware protection for SafeStick
e Key Logger protection
¢ Always-on Active Shields actively prevent infections
e Powered by Avast - one of the world leaders in anti-virus and anti-spyware technology
e Very fast start-up
¢ Scan the host for viruses automatically on startup
e Very fast scanning speed - independantly rated
¢ Independantly certified as a top performer in detecting viruses and malware
e Automatic, small, incremental database definition updates direct to SafeStick’s
e On-demand scanning of files and folders and USB drives
e Simple, seamless, automatic deployment via SafeConsole

¢ Independantly tested and rated by Virus Bulletin, WestCoast Labs, ICSA and others.
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Technical Requirements

e SafeConsole v4.02+
Enforce and Enable Edition

e SafeStick or SafeStick SuperSonic
v4.02+ firmware

e Windows 2000, XP, 2003, 2008,
Vista, 7.

® 40Mb available space on SafeStick

Licencing

e Priced per user, per year

More Information and Downloads

o http://www.StickApps.co.uk
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Password and Identity Management for SafeStick

Integrated automatically with Windows and many web browsers when SafeStick is
unlocked, StickApp Password Manager completely automates logon to websites and
applications. It also automates repetitive online form filling.

Technical Requirements

e SafeConsole v4.02+
Enforce and Enable Edition

A very strong “Password Generator” enables users to replace insecure passwords
with long, complex, strong passwords - which are hard to remember - but which
Password Manager can store and retrieve with ease.

e SafeStick or SafeStick SuperSonic
v4.02+ firmware

e Windows 2000, XP, 2003, 2008,

All personal data is totally secure and encrypted in TWO ways. Firstly in hardware by Vista, 7.
the SafeStick, then encrypted again by the application to AES 256bit military grade

e 10Mb available space on SafeStick.
standards. P

StickApp Password Manager can be automatically installed onto all of an .m
organisations SafeStick’s via SafeConsole without any end user intervention.

* An upgrade to a fully Active Directory Integrated Enterprise version - which brings true Single Sign On and
Password Management to the Enterprise without any expensive customisation or integration - is also available.
Browser Support

Key Features: e Internet Explorer and FireFox.

e Fast, Easy Logins
With just one-click from the Password Manager toolbar, you can automatically go to, and be logged into any
favourite website or Application - there is no need to even open a browser or type the URL.

** Other browsers are currently
not supported as they generally
require files to be installed on the

host PC.
e Fill Forms Fast - Save hours of needless repetitive typing!
Use the Identities feature to securely store your name, address, email, phone numbers, credit cards - in fact any
other personal information you choose to save and re-use.
e Strong Password Generator .
Licencing

Strong passwords are essential for their logins to PayPal, Banking Websites and others. However strong
passwords are just too hard to remember. With Password Generator this is no longer a problem. Select how
strong you would like the password to be, click generate, and then Password Manager will store it securely for
future use without you having to remember it!

e Priced per user, per year

. . More Information and Downloads
e Easy, Automatic deployment and very high user acceptance.

. . . http: .StickApps.co.uk
e Password Manager Toolbar integrates automatically to all your applications and web * http://www.StickApps.co.u

browsers - nothing to configure.

e Save notes and bookmarks, search the internet, and generate new passwords — all
from one toolbar.
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Secure, Fast, Simple VPN Access to Corporate Networks
StickApp VPN Client enables secure, authenticated remote VPN access to private Technical Requirements

networks such as your office network or branches anywhere in the world.
e SafeConsole v4.02+
Enforce and Enable Edition

As with all StickApps, VPN Client can be automatically “pushed” out onto all of your
users SafeSticks via SafeConsole, and can be (optionally) initialised automatically « SafesStick or Safestick SuperSonic
every time a user unlocks their SafeStick. v4.02+ firmware

Having your VPN client installed on a SafeStick makes VPN more secure than * Windows 2000, XP, 2003, 2008
traditional PC based clients. Vista, 7.

e 4Mb available space on SafeStick.

Key Features: | m

e Secure VPN connection to your office/home from SafeStick
Licencing
e Leaves no footprint or configuration on the computer
e Easy to centrally setup/configure for repeatable use * Priced per user, per year
¢ VPN Settings can be completely hidden from users.
More Information and Downloads
¢ VPN PPTP Technology - works with virtually all Firewalls
¢ No installation necessary on the host computer. * http://www.StickApps.co.uk
e As its stored on SafeStick, everything is encrypted in hardware
e Can auto-assign IP address and DNS settings

¢ Uses software compression and data encryption

e Can be configured to request an optional PIN number for even further security.
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Free Productivity Tools for SafeStick

A range of free productivity tools are available which have been tested to work with
SafeStick.

As with all StickApps, one or more of these useful apps can be automatically
“pushed” out onto all of your users SafeSticks via SafeConsole, and can be
(optionally) initialised automatically every time a user unlocks their SafeStick.

Why Publish a Free StickApp for your users? Convenience & productivity. Imagine
all your SafeStick users being able to communicate with the office via Skype, or use a
Secure Web browser without having to install anything on the host PC.

More productivity apps are being added all the time - if you have a specific need
please let us know and we will try to accommodate you.

Current Free StickApps :
e Skype
e Opera Web Browser
e Sumatra PDF Reader
e FireFox
e Pidgin IM Client
* Google Chrome Browser

¢ Office Applications - Word Processor, Spreadsheet
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Technical Requirements

e SafeConsole v4.02+
Enforce and Enable Edition

o SafeStick or SafeStick SuperSonic
v4.02+ firmware

e Windows. Check each app for
individual requirements

e 10-100Mb available space on
SafeStick depending on selected
app(s).
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Licencing

e Free !

More Information and Downloads

o http://www.StickApps.co.uk
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